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Abstract—Despite the security enhancements that 3GPP has
added to 5G New Radio (NR), several Physical-layer functions
remain vulnerable, including channel state information (CSI) re-
ports. CSI estimation plays a crucial role in scheduling downlink
(DL) and uplink (UL) resources. In 5G NR, the base station (gNB)
relies on UL CSI reports to optimally allocate resources for DL
data transmissions. In this paper, we identify vulnerabilities in
CSI reporting that affect communication integrity and confiden-
tiality. We then introduce an attack model where an adversary
exploits these vulnerabilities by transmitting a deceptive signal
that tampers with the rank indicator (RI) field in the CSI
reports. This sophisticated attack bypasses integrity validation
and deceives the gNB. We determine the set of subcarriers that the
attacker should target to manipulate the 2-bit or 3-bit RI field of
a UL CSI report over the air. Using the MATLAB 5G Toolbox, we
model the attack and analyze its impact on system performance.
Our analysis demonstrates that the attack is effective at signal-
to-tampering ratios (STR) of up to 3.69 dB and 5.6 dB for the
2-bit and 3-bit RI fields, respectively. The attack reduces average
DL throughput by approximately 50% to 100% for the 2-bit RI
case and 35% to 55% for the 3-bit RI case. The impact is most
severe when the RI value is maliciously increased, often causing
a complete collapse of DL throughput.

Index Terms—Physical-layer, security, CSI feedback, 5G NR

I. INTRODUCTION

5G systems offer ubiquitous and pervasive communication,
and provide the flexibility to support a diverse range of appli-
cations that fall under three main use cases: enhanced Mobile
Broadband (eMBB), Ultra-Reliable Low-Latency Communi-
cations (URLLC) and massive Machine-Type Communications
(mMTC). Many of these applications are mission-critical, mak-
ing it essential to guard against cyber threats, data breaches,
and disruptions to vital services. Although the 3rd Generation
Partnership Project (3GPP) specifications have significantly
improved the security of 5G NR, relative to LTE, new vulner-
abilities continue to emerge [1]. These vulnerabilities expose
the system to sophisticated attacks, posing a serious threat to
the integrity and reliability of 5G networks [2].

The authors in [3] introduced the Signal Tampering Attack
(SIGTAM), in which an adversarial device generates and
transmits a fake signal to manipulate the SIG field of the Wi-Fi
preamble. A sophisticated strategy was used to bypass the par-
ity and cyclic redundancy check (CRC) integrity mechanisms,
effectively deceiving receivers. SIGTAM results in a 100%
packet drop rate and a significant increase in packet errors.
In [4], a selective eavesdropping attack on multi-user multiple-
input multiple-output (MU-MIMO) systems was proposed. The

attack achieves optimal eavesdropping by generating channel
state information (CSI) that is orthogonal to the victim’s.
Assuming channel reciprocity, a countermeasure scheme called
AngleSec was introduced to detect CSI forgery via angular
spectrum mismatches. In [5], the authors examined the vul-
nerability of user’s plaintext CSI feedback to access points
in MU-MIMO Wi-Fi systems and introduced two attacks: a
sniffing attack to eavesdrop on transmissions and a power
attack to boost the adversary’s data rate. A novel feedback
system called CSIsec was proposed to prevent CSI forging. The
authors in [6] proposed a defense mechanism against control-
channel denial of service (DoS) attacks due to jamming in ad
hoc networks. They introduced new security metrics to assess
adversary disruption and a randomized distributed scheme to
sustain the control channel under jamming.

Over the years, multiple investigations have been carried
out to expose attacks on cellular systems by exploiting weak-
nesses in the network design, implementation, and operation.
The authors in [7]–[10] investigated possible attacks on LTE
systems. By treating each LTE downlink (DL) control channel
as a separate subsystem, their methodology revealed that
primary and secondary synchronization signals (PSS and SSS)
exhibit high resistance to interference, while DL pilots or
Cell-Specific Reference Signal are vulnerable to synchronized
protocol-aware interference [7]. A signal shadow attack model
called SigOver was introduced in [8]. The attack modifies
the transmitted signal over the air, exploiting the weaknesses
of LTE broadcast messages. SigOver achieves a success rate
of 98%, significantly outperforming fake base station attacks,
which had 80% success rate, even with a power difference
of 35 dB. The authors in [9] explored LTE’s vulnerability to
radio frequency jamming, spoofing, and sniffing. They also
examined how sniffing broadcast messages can aid attacks,
identified LTE’s weakest points, and provided a comprehen-
sive threat assessment. A Physical Uplink Control Channel
(PUCCH) jamming attack was introduced in [10]. The attack
disrupts LTE networks by corrupting control information like
acknowledgments (ACKs) and scheduling request (SR). They
proposed monitoring energy levels or error rates over the
PUCCH as a defense mechanism. Mitigation strategies include
avoiding PUCCH usage or ignoring its control information.

3GPP’s security enhancements for 5G NR focused on au-
thentication, key management, mobility, inter-network security,
and privacy [11]. Despite such enhancements, numerous vul-



nerabilities have been reported (e.g., [1], [2], [12]–[17]). The
authors in [2] and [12] reviewed the susceptibility of 5G NR to
various jamming and spoofing attacks by analyzing DL and UL
physical control channels and signals. Using software-defined
radios (SDRs) and open-source software, several jamming
attacks were experimentally shown to effectively disrupt the
Physical-layer [13]. Advanced SDR-based jamming attacks can
selectively target critical data streams, making the 5G base
station (gNB) inaccessible for essential operations. In [14], a
novel attack model called SigUnder was proposed, in which
an adversary overshadows the Synchronization Signal Block
(SSB) by injecting a signal at 3.4 dB below the legitimate
signal, exploiting the polar coding and orthogonal frequency-
division multiplexing (OFDM) structure of 5G transmissions.
A defense mechanism called SICUnder was proposed against
the SigUnder attack, as the traditional Successive Interference
Cancellation (SIC) method proved ineffective. The authors in
[15] demonstrated a device called 5GSniffer that can effec-
tively sniff 5G control channels and compromise user privacy.
By decoding control channels in real-time and extracting the
user’s Radio Network Temporary Identifiers (RNTIs), 5GSnif-
fer enables traffic analysis and covert location tracking by
linking a phone number to its corresponding RNTI. An almost
100% tracking accuracy was achieved on privacy-focused apps
like Signal and Telegram within 30 seconds of attack initiation.
In [16], the security of 5G Positioning Reference Signal
(PRS) in 3GPP Release 18 was challenged by introducing the
Selective-PRS Spoofing attack. By exploiting broadcast data
and modifying resource elements, attackers can manipulate the
victim’s location, evading existing defenses. The 5GReasoner
framework was introduced in [17] to analyze 5G control-plane
protocols across multiple layers. The authors identified 11 new
design weaknesses, including five that are inherited from LTE.

Extensive research explored jamming, sniffing, and spoofing
of DL control information (DCI) in 5G NR systems. However,
not much research was done to show the feasibility of exploit-
ing the sniffed information for the purpose of manipulating
the integrity of UL control information (UCI), such as CSI
reports. Such manipulation misleads the gNB into selecting
suboptimal scheduling for DL data transmissions, resulting in
decoding errors and a significant drop in the DL throughput.
Motivated by the above security concerns, in this paper we
propose an attack strategy in which an adversarial device
manipulates the UL CSI report, forcing the gNB to select
modulation and coding scheme (MCS) and MIMO precoders
in a suboptimal manner and leading to significant degradation
in DL data throughput. The key contributions of our paper are:

• We introduce a stealthy attack that exploits the weak-
nesses in 5G NR CSI reporting to alter the rank indicator
(RI) field of the CSI report while passing the gNB
integrity check.

• We identify and address the practical challenges for
realizing such an attack by the adversarial device.

• We determine the target subcarriers that must be compro-
mised over the air to modify the bits of the RI field.

Fig. 1: 16-bit CSI report when the reported RI = ‘00’.

• We validate the impact of RI field tampering on DL
throughput using MATLAB simulations.

II. BACKGROUND: CSI REPORTING IN 5G NR

In a 5G NR network, a CSI-Reference Signal (CSI-RS) is
transmitted downlink and used to estimate the DL channel
conditions. The estimated CSI is then conveyed to the gNB
in the form of a CSI report (see Fig. 1). This report includes
the RI, the precoding matrix indicator (PMI), and the channel
quality indicator (CQI):

• RI: This parameter represents the number of spatial
MIMO layers a UE can support in the DL without sig-
nificant interference between them. The RI value ranges
from 1 and the minimum number of transmitter or receiver
antennas, with a maximum value of 4. Typically, the RI
field consists of 2 bits. However, in Single User MIMO
(SU-MIMO), up to 8 layers of MIMO transmission are
supported, with layers 1 to 4 being mapped to one
codeword while layers 5 to 8 being mapped to a second
codeword. In such cases, the RI field is represented using
3 bits [18, Table 6.3.1.1.2].

• PMI: This parameter is an index to the precoding matrix
suggested by the UE for the DL transmission. For exam-
ple, if the codebook type is set to ‘typeI-SinglePanel,’
then the PMI field consists of four codebook indices,
i1,1, i1,2, i1,3, i2, as shown in Fig. 1. i1,1 and i1,2 are the
beam indices in the azimuth and vertical directions, i1,3
is an index to determine the codebook for multilayer, and
i2 is an index to determine properties of the subband [19].

• CQI: This is an indicator of the DL channel quality. It
takes values in {1, 2, ..., 15}. A higher CQI value reflects
a higher MCS index for achieving the required block error
rate (BLER) at the given channel conditions.

Using the information in the CSI report, the gNB optimizes
DL data transmission scheduling by determining the MCS,
the number of MIMO layers, and codebook-based MIMO
precoders. There are three types of CSI reports in 5G [19]:

1) Periodic: The report is transmitted over the PUCCH
to the gNB at regular intervals, providing continuous
channel updates.

2) Semi-persistent: Similar to periodic, but the transmission
of the report can be activated on and off by the network.
The report can be transmitted via the PUCCH or the
Physical Uplink Shared Channel (PUSCH).

3) Aperiodic: The network triggers the UE via a DCI
message to transmit the CSI report over the PUSCH.

In this paper, we focus on periodic CSI report sent by
the UE over the PUCCH. It is commonly used in high-
mobility scenarios due to timely feedback, where the gNB
requires frequent channel updates to maintain effective beam



refinement. In contrast, aperiodic CSI report over the PUSCH,
which relies on the DCI message triggered by the gNB, can
suffer from delays and outdated CSI information in dynamic
channel conditions. 5G NR supports five PUCCH formats
(0, 1, 2, 3, and 4), each designed for a different number of
UCI bits and time-frequency resources [20, Table 6.3.2.1-1].
The PUCCH formats often used to transmit the CSI reports
back to the gNB are 2, 3, or 4. Format 2 is designed for
small UCI payloads, utilizing up to 2 OFDM symbols and 16
Physical Resource Blocks (PRBs), while Format 3 supports
larger payloads, occupying 4 to 14 OFDM symbols and up
to 16 PRBs. Format 3 provides a dedicated transmission
without multiplexing, serving a single UE within the same
PRB. In contrast, Format 4 handles moderate UCI payloads,
also spanning 4 to 14 OFDM symbols but using only 1
PRB. It allows limited multiplexing, supporting simultaneous
transmissions from 2 or 4 UEs within the same PRB. Of these
formats, Format 3 is a suitable configuration when transmitting
the UL CSI report, including RI, PMI, and CQI, which carries
a medium to large payload. In general, the network sends
a configuration message to the UE, specifying the PUCCH
format to be used for the UL CSI report.

III. SECURITY VULNERABILITIES IN CSI REPORTING

In this section, we explore the vulnerabilities of 5G NR
when transmitting the CSI reports to the gNB via the PUCCH.

A. Weak Integrity

Integrity refers to the accuracy and reliability of the transmit-
ted data against unauthorized access. In 5G NR, the integrity
of the CSI fields is based solely on CRC. Upon receiving an
UL CSI report, the gNB verifies the CRC of the payload. If a
mismatch is detected, indicating a CRC error, the gNB discards
the data and triggers a retransmission. A 6-bit or 11-bit CRC
is appended at the end of the UCI payload bits. Based on the
length of the UCI payload, the CSI fields are protected by CRC
according to the following generator polynomials [18]:

g6(x) = x6 + x5 + 1 for 12 ≤ A ≤ 19 (1)

g11(x) = x11 + x10 + x9 + x5 + 1 for A ≥ 20 (2)

where A is the number of bits of the CSI report. A bit
error pattern E(x) that is an exact multiple of the generator
can’t be detected by CRC. For instance, the error pattern
“111000100001,” corresponding to errors in UCI bits 1, 2,
3, 7, and 12, can’t be detected by an 11-bit CRC. Similarly,
a 6-bit CRC can’t detect the error pattern “1100001,” which
corresponds to errors in input UCI bits 1, 2, and 7. As
explained later, an attacker can predict the length of the CRC of
an upcoming CSI report, and incorporate the same CRC length
into its tampering signal, deceiving the gNB into decoding the
tampered packet without triggering a CRC failure.

B. Predictability

Typically, the gNB indicates the CSI report configuration via
a higher-layer Radio Resource Control (RRC) protocol. The
report configuration message includes information about report

Fig. 2: Tampering attack that targets UL CSI reports.

quantity (e.g., RI, PMI, CQI, etc.), report type, frequency
granularity (wideband or subband), codebook type, codebook
mode, periodicity, and offset. Any smartphone with an op-
erator’s SIM card or an inexpensive 5G modem can decrypt
these configuration messages [15]. Additionally, tools such as
MobileInsight [21] can leverage the Diag protocol to capture
raw cellular frames, including RRC messages. By decrypting
these messages, an attacker can acquire the configurations of
the CSI report and PUCCH including the format, number
of PRBs, and number of symbols. With this information, an
adversary can predict the length of the CSI report.

IV. PROPOSED TAMPERING ATTACK

In this section, we present a stealthy CSI tampering attack
that exploits the above weaknesses in 5G NR protocols to
manipulate the value of the RI field within the CSI report.

A. Attack Overview

Consider a 5G NR system where a single multi-antenna
user is served by a gNB. As explained in Fig. 2, the attacker
initially sniffs control information, including the RNTI and
nID, using a tool such as the 5Gsniffer [15]. nID is a scrambling
identity, which takes a value ranging from 0 to 1023, if
configured in a higher-layer PUSCH configuration or is set
to NCell

ID otherwise [20, Section 6.3.2.6]. NCell
ID is the physical

cell ID, which can be obtained by decoding PSS and SSS.
The attacker also monitors DL/UL transmissions to obtain
information about the channel conditions, carrier frequency,
and higher-layer configuration messages. This reconnaissance
enables the attacker to craft an adversarial signal in advance
of its attack. We assume that the adversary is equipped with
a device that is capable of performing 5G NR Physical-
layer signal processing and crafting OFDM signals. The gNB
periodically transmits CSI-RS, allowing the UE to estimate the
DL channel conditions. Based on the channel estimates, the
UE generates a CSI report containing parameters such as RI,
PMI, and CQI. The UE then transmits the CSI feedback via the
PUCCH or PUSCH, depending on the CSI report type. During
this feedback transmission, the attacker injects a tampering
signal that mimics a legitimate CSI report. As a result, the
gNB receives a superimposed signal of the UE’s original CSI
report and the attacker’s fake report. The gNB decodes this
contaminated CSI report and applies a distorted precoding and
MCS to the subsequent DL data transmission.
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Fig. 3: Targeted subcarriers when tampering with a 2-bit RI field
(PUCCH Format 3 with 5 OFDM symbols and 1 PRB).

B. Practical Considerations

5G NR’s flexibility in providing several possible configura-
tions of the CSI report makes it challenging for an attacker
to compromise the integrity of the signal. In this subsection,
we discuss some of the key challenges an attacker faces when
attempting to tamper with the CSI report.

1) Variable Size of CSI Reports: In 5G NR, the UCI
framework is highly flexible and supports a variety of report-
ing formats that accommodate diverse deployment scenarios,
bandwidths, and antenna configurations [18]. The UCI payload
transmitted by the UE may contain one of the following three
types of information:

• Hybrid Automatic Repeat Request - Acknowledgment
(HARQ-ACK)/SR only: This configuration is used when
only HARQ-ACK or SR bits are transmitted on PUCCH.

• CSI only: Applicable when only CSI parameters are
transmitted on the PUCCH.

• HARQ-ACK/SR and CSI: In this configuration, HARQ-
ACK and CSI are transmitted together on the PUCCH.

Based on the size of UCI (A), different channel codes may
be applied, including Repetition, Simplex, Reed Muller, and
Polar Codes. However, if UE sends a CSI report with RI, PMI,
and CQI fields, then A > 11, and Polar Code must be used.
Although the CSI report fields in 5G NR are dynamic, the
gNB will inform the UE of these fields via higher configuration
messages, which can be intercepted by the attacker. As a result,
a sophisticated attacker can figure out the number of UCI bits,
and the length of the CRC used in the UL CSI report.

2) CRC Encoder: For successful tampering, the attacker
must correctly determine the size of the CRC. If the CSI report
length is between 11 and 19 bits (inclusive), a 6-bit CRC is
used. If the CSI report consists of at least 20 bits, an 11-bit
CRC is required [18, Section 6.3.1.2].

3) Scrambling: Scrambling introduces randomness in the
transmitted data by applying a pseudo-random binary se-
quence. It is initialized with two parameters: nRNTI and nID,
where nRNTI is the Cell-RNTI, a unique UE identifier assigned
by the gNB. A sniffer can obtain these parameters from the
DCI transmitted over the PDCCH [15] and accordingly craft
its adversarial signal in advance of the attack.

4) Synchornization: For a successful attack, the attacker
needs to synchronize its tampering signal with the legitimate
CSI report. In general, the UE reports its CSI feedback in a
slot number within the 5G frame that is a multiple of the report
periodicity [19, Section 5.2.1.4]. This information is publicly

Fig. 4: 21-bit CSI report with a 3-bit RI field.

available, allowing the attacker to predict the slot in which the
UE will transmit the CSI report.

C. RI Field Tampering

We now explain in detail the tampering attack on the RI
field. This field consists of either 2 or 3 bits, depending on the
maximum rank allowed by the channel.

1) Tampering with a 2-bit RI Field: Consider a UE that
has 4 antennas and that can support a rank of up to 4. The
rank value can be represented by 2 bits: ‘00’ for rank 1, ‘01’
for rank 2, ‘10’ for rank 3, and ‘11’ for rank 4. The size of
the CSI report varies with the size of the PMI subfield, which
itself varies with the rank, antenna configuration of the CSI-RS
ports, frequency granalurity, and codebook type.

As an example, consider a gNB with a 2x2x2 dual-polarized
uniform planar antenna array. There are 8 CSI-RS antenna
ports. For each port, the UE transmits a CSI report that includes
the RI, PMI, and CQI for wideband. The length of the CSI
report will be 16 bits [18]. As shown in Fig. 1, the length of
the field i2 is 2 bits when the reported RI = ‘00’. For other RI
values, a 1-bit zero padding (ZP) is added and the length of
the i2 field is 1 bit. For a 2-bit RI field, denoted by (b0, b1),
the UE can report any rank value from the set {1, 2, 3, 4}
based on the MIMO channel measurement. The attacker has
three ways to manipulate the rank value: (b∗0, b1), (b0, b

∗
1), and

(b∗0, b
∗
1), where the ‘*’ superscript indicates a tampered bit. We

denote these 3 ways as cases 1, 2, and 3, respectively.
Considering that the UE is transmitting a 16-bit CSI report

with a 6-bit CRC appended to it, as shown in Fig. 1, the
attacker must determine the specific subcarriers to be targeted
over the air so as to manipulate the bits of the RI field. Suppose
that the network configures the UE to use 5 OFDM symbols
in PUCCH Format 3 with 1 PRB. Then, the attacker needs to
attack the set of target subcarriers shown in Fig. 3. However,
the set of targeted subcarriers also depends on the length of
the CSI report for each of the three cases.

2) Tampering with a 3-bit RI Field: For SU-MIMO, 3GPP
allows a rank of up to 8, which can be represented by 3 bits:
‘000’ for the lowest rank of 1 and ‘111’ for the highest rank
of 8. To achieve a rank up to 8, both the gNB and the UE
require at least 8 antennas. If the rank > 4, the gNB will
transmit two codewords (CW0 and CW1), each using 1 to 4
layers. For example, for a rank of 6, each codeword is mapped
to 3 layers. The UE needs to provide the CQI value for each
codeword when reporting a rank > 4, as shown in Fig. 4 [18].

For a 3-bit RI field, denoted by (b0, b1, b2), the attacker
has several ways to tamper with the rank value: (b∗0, b1, b2),
(b0, b

∗
1, b2), (b0, b1, b

∗
2), (b∗0, b

∗
1, b2), (b∗0, b1, b

∗
2), (b0, b

∗
1, b

∗
2),

(b∗0, b
∗
1, b

∗
2). We denote these 7 possibilities as cases 1 through

7, respectively. Consider a UE that is equipped with 8 antennas.
The gNB and PUCCH format are configured in the same way
as in the 2-bit RI scenario. Under these conditions, the length
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Fig. 5: Targeted subcarriers when tampering with a 3-bit RI field
(PUCCH Format 3 with 5 OFDM symbols and 1 PRB).
of the CSI report is 21 bits, and so an 11-bit CRC is appended
to the report, as illustrated in Fig. 4. Depending on which
bit(s) are targeted, the attacker needs to transmit her adversarial
signal only on the set of subcarriers shown in Fig. 5.

V. PERFORMANCE EVALUATION

We perform MATLAB simulations using the 5G Toolbox to
evaluate the proposed tampering attack. We consider a gNB
serving a multi-antenna UE. In each simulation run, the gNB
transmits two frames. In the first frame, the gNB transmits
a CSI-RS signal and receives a CSI feedback report from
the UE. In the next frame, the gNB applies the MCS and
MIMO precoder suggested by the UE in its CSI report to the
subsequent DL data frame. An attacker crafts an adversarial
signal and transmits it at the predicted time slot when the
UE transmits the CSI report over the PUCCH. For simplicity,
we place the UE and the attacker at equal distances from
the gNB. We use a 10 MHz channel bandwidth, 15 KHz
subcarrier spacing, and 5G NR ‘CDL-C’ channel model with
a delay spread of 120 ns and a Doppler shift of 5 KHz. Unless
indicated otherwise, other simulation parameters default to the
values in Table I.

TABLE I: Default Values of Simulation Parameters
CSI Report Configuration PUCCH Format 3

Period [5 0] (in slots) Number of PRBs 1
Report mode RI-PMI-CQI Modulation QPSK
CQI mode Wideband SymbolAllocations [0 5]
PMI mode Wideband NID 650

Codebook Type Type I Single Panel RNTI 1
Codebook Mode 1 Number of UCI bits 16 (2-bit) or 21 (3-bit )

In Fig. 6, we plot the number of altered bits in the RI field
due to the tampering attack as a function of the signal-to-
tampering ratio (STR). To simulate 2-bit and 3-bit RI fields,
we configure the UE with 4 and 8 antennas, respectively. The
figure clearly demonstrates that the attack on 2-bit and 3-bit RI
fields is effective up to 3.69 dB and 5.6 dB STR, respectively.

Fig. 7 depicts the impact of tampering with the 2-bit RI
field on the DL data throughput. Clearly, the attack results
in a significant reduction in DL throughput. When the attacker
alters the original rank into a higher value (e.g., from rank 3 to
rank 4), the DL throughput drops to zero, even when the SNR
is high. This is because the gNB incorrectly applies a higher
rank than what the measured MIMO channel can support,
so the receiver will experience a higher BLER, resulting
in decoding errors and ultimately zero throughput. On the
other hand, altering the original rank into a smaller value
does not allow the gNB to take advantage of the available
degrees of freedom of the MIMO channel, thereby reducing
the achievable throughput.
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Fig. 7: Impact of RI tampering on
DL throughput at different SNRs.

TABLE II: Possible tampering scenarios in the case of 2-bit and 3-bit
RI fields. The combination index (CI) refers to the pair (i, j), where
i is the original rank and j is the rank after tampering

(a) 2-bit RI field
CI Pair (i, j) CI Pair (i, j)
1 (1, 2) 7 (3, 1)
2 (1, 3) 8 (3, 2)
3 (1, 4) 9 (3, 4)
4 (2, 1) 10 (4, 1)
5 (2, 3) 11 (4, 2)
6 (2, 4) 12 (4, 3)

(b) 3-bit RI field
CI Pair (i, j) CI Pair (i, j) CI Pair (i, j) CI Pair (i, j)
1 (5, 1) 8 (6, 1) 15 (7, 1) 22 (8, 1)
2 (5, 2) 9 (6, 2) 16 (7, 2) 23 (8, 2)
3 (5, 3) 10 (6, 3) 17 (7, 3) 24 (8, 3)
4 (5, 4) 11 (6, 4) 18 (7, 4) 25 (8, 4)
5 (5, 6) 12 (6, 5) 19 (7, 5) 26 (8, 5)
6 (5, 7) 13 (6, 7) 20 (7, 6) 27 (8, 6)
7 (5, 8) 14 (6, 8) 21 (7, 8) 28 (8, 7)

For the 2-bit RI field tampering, there are 12 possible
tampering scenarios, as explained in Table IIa. Fig. 8a depicts
the DL throughput for these scenarios. The simulation is
conducted for different DL SNR values (−5, 0, 15, and 25
dB), allowing the UE to report all possible rank values of 1,
2, 3, and 4. When the reported RI is tampered into a higher
value (CI of 1, 2, 3, 5, 6, and 9), the DL throughput drops to
zero. For other CIs, tampering with the RI value results in a
significant reduction (at least 25%) in the DL throughput.

Next, we consider tampering attacks on the 3-bit RI field.
The RI value can be modified into seven other possible values,
resulting in 28 combinations when the pre-tampered rank is
greater than 4, as shown in Table IIb. Pre-tampered ranks less
than 5 are not considered because the UE would otherwise
utilize a 2-bit RI field. In Fig. 8b, we plot the DL throughput
for all 28 combinations. The simulation is performed for
various DL SNR values while adjusting the delay spread to
enable the channel to achieve all possible rank values from
5 to 8. The UE reports ranks 5, 6, 7, and 8 for (SNR, delay
spread) combinations of (35 dB, 500e-9 ns), (40 dB, 30e-9
ns), (35 dB, 10e-9 ns), and (50 dB, 10e-9 ns), respectively. In
general, tampering with the RI value results in a reduction in
DL throughput. However, when the RI value is altered upward
from 5 to 6 or 7, or from 6 to 7, the DL throughput slightly
increases. This occurs due to the addition of one MIMO layer
by the gNB, which maintains the pre-tampering modulation
scheme while slightly increasing the code rate supported by the
channel. For example, when the RI value is altered from 5 to 6,
in the absence of tampering, the gNB would normally transmit
two codewords: CW0 using 2 layers and CW1 using 3 layers.
After tampering, with the RI incorrectly decoded as 6, CW0
will be transmitted using 3 layers, maintaining the same pre-
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Fig. 8: Impact of RI tampering on the DL throughput for various CIs
of 2-bit and 3-bit RI fields.
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Fig. 9: Average DL throughput loss across all RI values within 2-bit
and 3-bit RI field.

tampering modulation scheme but slightly increasing the code
rate. The addition of one MIMO layer improves performance,
as the channel can still support the new code rate. However,
when the RI value is altered from 5 to 8, CW0 will be sent
using 4 layers with a much higher code rate, leading to block
errors and an overall throughput reduction, as only CW1 with
a similar code rate effectively contributes to the throughput.

In Fig. 9, we depict the DL data throughput as a function
of the RI value before and after tampering for the 2-bit and
3-bit RI fields. For a given pre-tampering RI value, we obtain
the average post-tampering DL throughput over all possible
tampered rank values. Our results indicate an average reduction
in the DL throughput by 50% to 100% for the 2-bit RI field
tampering and 35% to 55% for the 3-bit RI field tampering.
The degradation is significant in the case of 2-bit RI field.

VI. CONCLUSIONS

In this paper, we identified new vulnerabilities in CSI
reporting within the 5G NR system and presented a smart
tampering attack that exploits them. Under this attack, an
adversary modifies the bits of the RI field of the CSI report.
Leveraging publicly available information about the 3GPP
specifications, we identified the specific set of subcarriers that
an attacker can target to tamper with the RI field. The set
of targeted subcarriers varies depending on the size of the
CSI report (UCI payload). Our simulation results demonstrate
that an attacker can effectively tamper with the 2-bit and 3-
bit RI fields using significantly less power than the legitimate
transmitter, up to 3.69 dB and 5.6 dB STR, respectively.
Furthermore, we showed that in the case of the 2-bit RI, when
the post-tampering RI value is higher than the pre-tampering
RI value, the DL throughput drops to zero. For the 3-bit RI
field, tampering into a lower RI value consistently reduces
throughput, but tampering into a higher RI value can, in a few
cases, lead to improved throughput, depending on the applied
coding rate. Overall, our attack model results in a significant
decrease in the average DL throughput, with reductions ranging
from approximately 50% to 100% in the 2-bit RI case and 35%
to 55% in the 3-bit RI case.
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